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THRERAT & RISK ANALYSIS SERVICES

Any well-developed OT cybersecurity program requires that a comprehensive threat and risk
analysis be performed. OT Cybersecurity Threat Analysis Services begin with a total inventory
of your systems within the boundaries set in a series of sessions with stakeholders.

Using documentation, personal interviews, and physical walkdowns, your assets are
documented within Mangan’s ICSSbD™ Evaluation Toolkit; they are alighed with both
predefined threats as well as others identified by you for your OT environment.

« Comprehensive interviews with stakeholders.

« Existing documentation reviews and walkdowns to ensure accuracy.

« Complete walkdowns of undocumented systems within the project boundaries.
« Perform network scanning and security audits.

« Automatic alignment of asset inventory to threats and risks.

« Automated reports generation.
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PROFILES DEVELOPMENT SERVICES §
Mangan's ICSSbD™ processes have adopted the NIST Cybersecurity Framework to manage your m
current and future desired cybersecurity performance posture in light of DHS directives for \ /
critical infrastructure. Mangan will assist you in defining both current and target cybersecurity \ A

tolerance profiles for your organization.

» Definition and documentation of your existing performance posture.
» Target and align external participation groups and collaborations.

» Align cybersecurity risk to organizational policies.

» Development of your Current Profile for OT cybersecurity.

» Generation of your Target Profile for OT cybersecurity.

« Preparation of current and target profiles data.

GAP ANALYSIS SERVICES

Your Current and Target Profiles are input into Mangan’s ICSSbD™ processes and are utilized
to generate a gap analysis specifically developed to meet your organization’s objectives.

» OT Cybersecurity gaps management based on individual asset threats.
» Preparation of gap analysis reports with recommendations.

DOCUMENTATION AND COMPLIANCE SERVICES

The internet is filled with ideas and proposed best practices to protect your OT critical
infrastructure. While these may be good places to start, they do not directly represent your
company’s business needs or objectives. Mangan Cybersecurity ensures your best practices, policies
and procedures represent your company’s business continuity objectives and meets your

specific legal, regulatory, or internal compliance requirements.

» Evaluation and assessment of your existing OT Cybersecurity documentation.
« Development of best practices, policies, and planning documents.
« Review and verification of your facility’s compliance.
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BUSINESS ALIGNMENT SERVICES

It is not enough to simply identify the gaps between current and desired cyber-protected
environments. An alignment of your business risk tolerance, continuity and budgets must
remain integral to the process.

Mangan’'s ICSSbD™ processes incorporate the threat and risk model with remediation costs as
well as your specific business thresholds for a given time period. Ultimately, business
recommendations are made that meet your specific needs while approaching your personal
objectives.

- Development of individual gaps estimate remediation cost analysis.

- Generation of level 1 through 4 evaluation.

- Recommendations for remediation.

- Generation of reports that show total remediation strategies and costs.

VULNERABILITY ASSESSMENT
AND MANAGEMENT SERVICES

Many of the popular DCS, PLC and OT device providers have developed proprietary vulnerability
scannhing packages meant to manage their own platforms. Mangan can assist to review and
integrate these into a single OT cybersecurity evaluation environment.

» Coordination of multiple vendor vulnerability assessments and results.

» Inter-vendor assessments, recommendations and resulting risks are integrated.
« Development of remediation strategies.

« Direct alignment of multi-vendor assessments.
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OT Cyber resiliency can maximize business continuity and direct access to control platforms. It
semmiiae et e does not, however, address the potential costs or labor hours incurred should you become the
S et o B ooty unfortunate recipient of a cyberattack. Many offerings by Cybersecurity protection vendors do

e T e e e e an acceptable job at defining response and recovery processes once an attack is experienced
10.73 Weeks 2282 Work Hours | | $ 223,161.46 but few quantify the residual costs or labor requirements.

Grand Totals

[ 13.01 Weeks 3423 Work Hours 331,142.19 « Expert led questions to arrive at your business exposure should a cyberattack occur.
[ oAl | [ Rescteonefadts | e « Recommendations for planning improvements BEFORE an event occurs.
« Recommendations to improve business continuity and disaster recovery.

2.68 Weeks 1141 Work Hours S 107,980.73

4d download Speed is 100 Mbps » Support services to provide remediation.
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SYSTEM REMEDIATION

Threats, risks, and remediation recommendations remain as pages Iin a status report unless they
are acted upon in a planned and structured fashion. This is precisely why Industrial Control
Systems, Secure by Design (ICSSbD™) is more than a process for Mangan engineers and staff.
Understanding well that continuous improvements and proactivity are hallmarks of any
well-developed cybersecurity program.

» Review and alignment of OT cybersecurity recommendations.
 Incorporation of remediation recommendations.

» Development of proposals for remediation.

« Recurring periodic review of current capabilities.
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RESILIENCY TESTING SERVICES

It Is often stated that “The best defense is a good offense.” When it comes to OT cybersecurity,
resiliency testing is at the heart of preparedness and proactivity.

« Assessment of existing training protocols for critical systems.

« Development of Development Tests (DT), Factory Acceptance Tests (FAT), Site Acceptance Tests
(SAT), Online and Offline Tests.

« Alignment to Mean Time to Recovery calculations and resulting recommendations.

* Project based or recurring testing support services.

OT CYBERSECURITY READINESS
TRAINING SERVICES

OT Cybersecurity is evolving at a feverish pitch. New threats and risks are identified daily requiring
knowledge to succeed that was not previously learned in the IT world.

- Preparation of a personalized assessment.

- Online available resources for training.

- Development of a customized training plan.

- Mangan ICSSbD™ Certification of training programs.
. Issuance of individual ICSSbD™ certifications.
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ABOUT MANGHAN INC.

Mangan Inc. Staff is made up of nearly 350 Degreed Engineers, Licensed Professional
Engineers, and Technical Professionals with industry experience spanning 30+ years.
Many have been seconded at our client facilities and have become a truly integrated
part of our clients’ staff. We staff our projects according to the needs and requirements
of our customers with a mixture of talent to ensure that the benefit of our expertise is
delivered with the most value.

MANGAN CYBERSECURITY ALWARYS ON GUARD

Our team of experts can engage in an effective way to help you understand how mature your
OT cybersecurity posture is and how the IT-OT networks are connected. Our unique approach
to cybersecurity risks always integrated with business continuity in mind, helps to protect
your most valuable assets. Leveraging our ICSSbD™ Evaluation Toolkit, a comprehensive
cybersecurity assessment can be completed in matter of few days or weeks, allowing for
quick feedback, remediation, or response if necessary.
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